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Cyber Defense: More Than Just Prevention
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Prevent as many 

cyber attacks as 

possible to 

protect your 

assets,

… but rapidly evolving 

cyber threats make 

prevention of all 

attacks impossible. 

Thus, detection and

… response

capabilities are 

essential to fully 

protect your 

business!

CYBER
DEFENSE

Minimize damage to 
your business caused 

by cyber attacks
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Protection is goal, 
detection & response 
is reality
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PROCYDE - Your trusted partner purely focused on Cyber Defense
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Our Cyber Defense Portfolio
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Consulting Services

Cyber Defense: Assessment

▪ Assessment of existing detection & response capabilities

▪ Definition of tailored measures

▪ Improvement of the maturity level

Detection: SOC/CDC Consulting

▪ Building and improving detection capabilities

▪ Experienced project managers and SOC veterans

Response: CERT/CSIRT Consulting

▪ Building and improving response capabilities

▪ Experienced project managers and Incident Responders

Detection: Compromise Assessment as a Service

Every attacker leaves traces, Compromise Assessment

makes it possible to recognize them reliably

Our service for checking whether you have been compromised

Response: Incident Response as a Service

Level up your response capabilities so that you can 

keep up with even the most sophisticated attackers.

Our service to guide you through every incident

Cyber Defense: Phishing Awareness as a Service

Raise your employees' awareness through a simulated phishing 

attack and training based on it

Our service to train your staff
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Grow With PROCYDE
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15+ 
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Today

10+
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Flat hierarchy ✮

Less bureaucracy ✮

Pure pragmatism and hands-on work ✮



What We Are Looking For

B. / M. THESISGRADUATES
RESEARCH PROJECTS & 

WORKING STUDENTS
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Consulting Services

Cyber Defense: Assessment

▪ Assessment of existing detection & response capabilities

▪ Definition of tailored measures

▪ Improvement of the maturity level

Detection: SOC/CDC Consulting

▪ Building and improving detection capabilities

▪ Experienced project managers and SOC veterans

Response: CERT/CSIRT Consulting

▪ Building and improving response capabilities

▪ Experienced project managers and Incident Responders

Detection: Compromise Assessment as a Service

Every attacker leaves traces, Compromise Assessment

makes it possible to recognize them reliably

Our service for checking whether you have been compromised

Response: Incident Response as a Service

Level up your response capabilities so that you can 

keep up with even the most sophisticated attackers.

Our service to guide you through every incident

Cyber Defense: Phishing Awareness as a Service

Raise your employees' awareness through a simulated phishing 

attack and training based on it

Our service to train your staff

Our Cyber Defense Portfolio
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Compromise Assessment (CA)
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… the (evil) “Where‘s Wally” of Cyber Security

Compromise Assessment

Other solutions show vulnerabilities, 

CA shows their exploitation.

▪ Option to scan hundreds of thousands of 

endpoints for (historical) traces of attackers

▪ Focus on attack tactics, techniques and 

procedures (TTPs) to identify advanced 

persistent threats (APT)

▪ Trigger ad-hoc response measures like 

endpoint isolation, evidence collection, etc.



Compromise Assessment (CA) – Demo
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Workstation, infected by

Advanced Persistent Threat (APT)

ASGARD Management Center

APT Scanner

Trigger a scan job 

from the central 

management server

Assess the scan results

Centralized Management Unit



Contact Details
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Lukas Brabanski

E-Mail: karriere@procyde.com 

Thomas Karl

E-Mail: karriere@procyde.com 

https://join.procyde.com 
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