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Abstract

SeisComP is a widely adopted open-source software system for real-time seismic
data acquisition and processing. However, its default configuration is designed for
single-user environments, presenting challenges in collaborative or institutional use
cases. This research project aims to design and implement a secure, scalable, and
maintainable multi-user operational framework for SeisComP, using native Linux
tools and automation technologies.

The project began with a manual installation of SeisComP to investigate its default
behavior and identify limitations related to service control, file permissions, and
user environment management. Based on the findings, a multi-user solution was
designed using a dedicated system user, group-based permission handling, custom
systemd services, and fine-grained access control through Polkit. This setup allowed
multiple authorized users to manage SeisComP services without requiring root priv-
ileges.

To ensure consistency and portability, the complete solution was then automated
using Ansible. Custom Ansible roles were developed to install dependencies, con-
figure the environment, manage permissions, and deploy policy rules. The resulting
system was validated through a structured series of test cases covering service ac-
cessibility, permission enforcement, and automation idempotency.

The final outcome is a robust and reusable framework that transforms SeisComP
into a collaborative, secure, and automated platform suitable for institutional de-
ployment. The approach can serve as a blueprint for similar adaptations of single-
user software into multi-user environments.
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Chapter 1

Introduction

DLR, in Germany, stands for Deutsches Zentrum fiir Luft- und Raumfahrt, which
means the German Aerospace Center [1]. It is the national research center for aero-
nautics and space, as well as energy, transport, and security. The Microgravity User
Support Center (MUSC) at the German Aerospace Center (DLR) in Cologne is a facil-
ity that provides scientific and technical infrastructure for conducting experiments
in microgravity. MUSC supports European researchers in various fields, including
bio and material science under microgravity conditions [2]. The LUNA facility at
the DLR Cologne is an analogue lunar simulation facility, jointly operated by the
German Aerospace Center (DLR) and the European Space Agency (ESA). It aims to
replicate conditions on the lunar surface to prepare astronauts and robots for future
missions to the Moon. The facility features a 700 square meter regolith area, a deep
floor area, a dust chamber, and other specialized areas for testing and development

[3].

In this facility, along with other sensors, a seismometer was installed to collect and
analyze the data measured from different experiments. For this, SeisComP software
is required to be installed on servers at the far site that will collect the data from the
centaur and analyze it further for scientific research. SeisComP is a powerful open-
source software package designed for real-time seismic data acquisition, processing,
monitoring, and archiving. It is widely used by research institutions and seismic
networks worldwide for earthquake detection and analysis [4].

1.1 Problem Statement

With the regular installation of SeisComp Software, only the user who installed and
started the service can operate the service. This is a challenge in a collaborative en-
vironment, where multiple users are involved in managing the SeisComP operation.

* Single-User Limitation: Only one user can operate this service.

* File Permission: Generated files are owned by the user who operates the ser-
vice and hence other users cannot view the service status.

* Manual Installation: Lack of automation increases deployment time and in-
troduces human errors.

In its default configuration, SeisComP is designed to operate in a single-user en-
vironment, which restricts system administration to the user who performed the
installation. This creates significant challenges in production environments where
multiple users need to interact with or manage the services. Issues arise related to
file ownership, permission conflicts, service visibility, and secure user management.
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Without a centralized or group-based privilege model, users outside the original in-
stalling account cannot effectively start, stop, or monitor SeisComP services, leading
to workflow disruptions and administrative bottlenecks.

1.2 Goals, Requirements, and Scope of work

The primary goal of this project is to build a robust, secure, and scalable multi-user
environment for SeisComP. To achieve this, the following objectives were defined:

* Analyze the limitations of the default single-user setup.

* Design a system that enables selected users or groups to manage SeisComP
services without compromising security.

* Develop a solution using native Linux tools such as systemd, user groups, and
permissions.

* Implement automation using Ansible to ensure consistent deployment and
easy scalability.

The scope of this project is limited to Linux-based environments, particularly Debian
systems, and focuses on backend operational improvements. Frontend application
changes and integration with external monitoring systems are not within the scope.

1.3 Methodology

This project employed a progressive, problem-driven methodology. The initial phase
involved installing SeisComP manually to examine its default behavior in a single-
user environment. During this phase, several limitations were observed and ana-
lyzed.

Each identified issue was addressed using native Linux mechanisms. This process
led to the creation of a working multi-user configuration, supported by custom ser-
vices and permission management.

After validating the manual setup, the solution was automated using Ansible roles.
This ensured that future deployments would be reusable, consistent, and efficient.

The specific implementation steps—including configuration details and automation
logic—are described in the following chapters.

1.4 Conclusion

This chapter presented the background and motivation for the project, highlighting
the limitations of single-user SeisComP deployments. It outlined the project objec-
tives and the adopted methodology. The subsequent chapters will explore the rel-
evant technologies, describe the step-by-step manual implementation, address the
associated challenges, and conclude with the fully automated solution using Ansi-
ble.



Chapter 2

Technical Background

2.1 Introduction

This chapter presents the technical background of the key tools, services, and con-
cepts used throughout the research project. These technologies form the founda-
tion of the implementation steps described in later chapters. Topics include the ar-
chitecture and operational flow of SeisComP, user and permission management in
Linux, service handling with systemd, scripting with Bash, privilege management
with Polkit, user environment configuration, and automation using Ansible.

2.2 SeisComP Overview

SeisComP was originally developed by the GFZ German Research Centre for Geo-
sciences and now jointly maintained by gempa GmbH. It has evolved over nearly
two decades into a modular, flexible, and community-supported platform. Seis-
CombP is used extensively by seismic monitoring agencies, research centers, and ob-
servatories around the world. With its blend of automatic and interactive capabil-
ities, it supports comprehensive workflows ranging from real-time event detection
to manual event review [4].

At the core of SeisComP’s real-time data exchange is the SeedLink protocol. It is a
highly efficient and reliable streaming protocol that enables the continuous transmis-
sion of seismic waveform data from remote sensors to central processing systems. It
is based on TCP, and the client initiates the connection. Due to its robustness and
simplicity, SeedLink has become a de facto standard in the seismological commu-
nity [5].

SeisComP follows a modular architecture, where each component is designed to
perform a specific task within the broader seismic monitoring workflow [6]. This
loosely coupled design not only promotes scalability but also enhances system ro-
bustness and fault tolerance. While the system includes a wide range of modules,
this section offers a brief overview of only a few key components relevant to the
context of this research. The primary focus here is not an exhaustive exploration of
SeisComP itself, but rather the administration and multi-user configuration of the
software within a Linux environment.

¢ scmaster: Acts as the central coordinator for all other modules, managing
event communication, station data flow, and the overall internal messaging
architecture [7].
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¢ seedlink: A data acquisition module that receives real-time waveform data
from seismic sensors and streams it to clients. It is the entry point of live data
into the SeisComP system [5].

¢ slarchive: Connects to a SeedLink server and archives incoming waveform
data into standard MiniSEED files for long-term storage and later analysis [8].

¢ scheli: Provides a helicorder-style visualization of seismic data, allowing users
to visually monitor waveforms across time in a familiar format [9].

e scrttv: A graphical interface used for real-time waveform inspection and man-
ual phase picking. It is particularly useful in monitoring scenarios and during
manual quality control [10].

These components work collaboratively to ensure that seismic data is not only cap-
tured and stored efficiently but is also accessible and reviewable in both automated
and interactive ways, making SeisComP highly effective for real-time earthquake
monitoring and post-event analysis.

2.3 Linux File System, Users, and Permissions

Linux is a multi-user operating system that provides robust mechanisms for man-
aging files, directories, and access permissions. These mechanisms are essential for
maintaining system security, ensuring user isolation, and enabling controlled col-
laboration. In the context of deploying and managing software like SeisComP in a
shared environment, understanding how Linux handles file ownership and access
control is fundamental. This section provides a brief overview of key concepts such
as the Linux file hierarchy, user and group structures, and permission models, with
particular emphasis on their relevance to system administration tasks.

Linux organizes data in a hierarchical file system rooted at /. Key directories include
/etc/ for configuration files, /home for user home directories, /var for variable data
such as logs, and /usr for user programs and libraries. Files or directories in Unix-
like systems are pointed to an inode. An inode is a data structure that stores all
metadata associated with a filesystem object, including ownership and permissions.
When a process attempts to access a file, the kernel checks this metadata and com-
pares it with the process’s credentials to determine the appropriate access rights [11].

System access is managed through users and groups. Each user, identified by a
unique user ID (UID), is either the superuser (root) with unrestricted privileges or
a regular user with limited access. Users are organized into groups, identified by
group IDs (GIDs), to facilitate shared access to resources. User and group infor-
mation is stored in /etc/passwd and /etc/group, respectively [12]. This structure
enables efficient management of permissions across multiple users.

Permissions in Linux are categorized as read (r), write (w), and execute (x), applied
to three classes: the file’s owner, the group, and others. Permissions are represented
symbolically (e.g., rwxr-xr-x) or numerically in octal form (e.g., 755, where 7 = rwx,
5 =r-x). Commands such as chmod modify permissions, while chown and chgrp man-
age ownership, and umask are essential in adjusting these permissions. For advanced
use cases, access control lists (ACLs) provide finer-grained control, allowing specific
permissions for individual users or groups beyond the standard model [13], [14].
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These mechanisms collectively ensure secure and controlled access to system
resources, forming the backbone of Linux system administration. Understanding
these components is essential for analyzing application behavior in implementing
secure multi-access SeisComP in this research project.

2.4 Systemd Services and Custom Unit Configuration

Modern Linux distributions adopt systemd as the standard init system and service
manager. It replaces the traditional SysV init system and provides an efficient frame-
work for managing services, daemons, and other system processes [15]. At its core,
systemd uses unit files to define the behavior and lifecycle of services, offering ad-
ministrators precise control over startup order, user privileges, restart policies, and
execution environments [16].

One key advantage of systemd is its declarative configuration approach. Rather than
relying on ad hoc scripts, system services are defined in structured files with the
.service extension, stored typically in /etc/systemd/system/ for custom configu-
rations. These services can be easily managed using the systemctl command-line
utility, which facilitates starting, stopping, enabling, disabling, and inspecting ser-
vices [17], [16].

Creating a Custom systemd Service

Creating and managing a custom service in Linux involves the following general
steps:

1. Create a new unit file, e.g., /etc/systemd/system/example.service.
2. Define the required sections:
¢ [Unit]: Describes metadata and dependencies.

¢ [Service]: Contains execution details like commands, user, group, and
environment.

* [Installl: Defines how the service integrates into system targets
(e.g., multi-user.target).

3. Reload systemd to acknowledge the new service:

sudo systemctl daemon-reload

4. Enable and start the service:

sudo systemctl enable example.service
sudo systemctl start example.service

Custom services provide flexibility in managing software execution, enabling ad-
ministrators to specify permissions, runtime behavior, and even post-start tasks. In
this project, custom systemd services were created, which are detailed in Chapter 3,
Section 3.3.2
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2.5 Linux Bash Scripting

The Bourne Again Shell (Bash) serves as both a widely used command interpreter
and a full-featured scripting language in Linux environments. Its scripting capa-
bilities allow users to write reusable logic in “.sh’ files by combining command-line
utilities with control structures such as loops and conditionals [18], [19]. Bash is par-
ticularly effective for automating routine tasks, chaining multiple commands, and
integrating with other Linux tools, such as grep, awk, and sed.

In research and system administration contexts, Bash scripting enhances consistency,
efficiency, and reproducibility. It can be used to manage services, enforce permission
logic, or coordinate software operations in an automated and repeatable manner.
Within this research project, Bash scripting played a key role in automating service-
related operations.

2.6 Polkit: Controlled Privilege Escalation

Modern Linux systems often require a mechanism to securely delegate limited ad-
ministrative privileges to non-privileged users without granting full root access.
Polkit (formerly known as PolicyKit) serves this purpose by providing a flexible
framework for defining and enforcing access policies for privileged operations.

Polkit operates between unprivileged user processes and privileged system compo-
nents. When a user attempts an action that requires elevated permissions—such as
starting or stopping a system service—Polkit evaluates whether the request is au-
thorized according to its configured policies. These policies can grant or deny access
based on user identity, group membership, the action requested, or interactive au-
thentication [20],[21].

Unlike traditional approaches such as adding users to the sudoers file, Polkit al-
lows for fine-grained privilege control without handing out blanket administrative
rights. It does this by using JavaScript-based rule files (typically located under
/etc/polkit-1/rules.d/ or /usr/share/polkit-1/rules.d/), which define logic
for what actions are permitted for which users or groups [22],[23].

In practice, Polkit is often used alongside systemd to control access to service man-
agement commands like systemctl start or systemctl restart. This approach
enables non-root users—who belong to a specific group—to perform specific actions
(e.g., restarting a custom service) without requiring full system privileges.

In the context of this research project, Polkit plays a key role in enabling users within
a designated group to manage the SeisComP service securely, maintaining opera-
tional control while preserving system security boundaries.

2.7 Managing the User Environment

In a Linux system, the user environment refers to the collection of settings and con-
figurations that define how the system behaves for a specific user upon logging in to
the system. These settings influence aspects such as command execution, environ-
ment variables, and access to system resources, playing a vital role in shaping the
user’s interaction with the shell and various applications.
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A key component of the user environment is the ~/.bashrc file, which is executed
whenever a user starts a new interactive shell session. It allows users or administra-
tors to customize the shell by setting environment variables (such as PATH), defining
aliases for frequently used commands, or enabling context-specific behaviors. These
customizations enhance efficiency and provide a more consistent and tailored user
experience.

From a system administration perspective, customizing the user environment plays
an important role in tailoring the behavior of applications based on roles or group
membership. For example, loading specific scripts, setting paths to binaries, or en-
abling tab completion for domain-specific tools can improve both usability and con-
sistency across users. These environment configurations are modified globally using
files like those under /etc/profile.d/ directory [24].

Customizing the user environment was essential for enabling seamless access to
SeisComP commands and configurations in this project. By loading application-
specific configurations automatically for authorized users or groups, the system en-
sures both usability and security.

2.8 Ansible for Automation

Ansible is a powerful open-source automation tool widely used for configuration
management, application deployment, and orchestration of system tasks. Designed
with simplicity and scalability in mind, Ansible utilizes SSH to manage remote
systems without requiring additional software (agents) on the managed hosts. Its
declarative, human-readable YAML syntax and modular design make it particularly
suitable for both small and complex infrastructure management [25], [26].

2.8.1 Key Features and Benefits

The following key benefits of Ansible have been summarized from the official doc-
umentation and related sources [25], [26],[27]:

¢ Agentless Architecture: Ansible communicates over SSH, eliminating the need
to install any agents on target systems.

¢ Simple and Readable Syntax: Playbooks are written in YAML, which is both
easy to write and understand.

¢ Idempotency: Tasks are designed to be idempotent, meaning they can be
safely repeated without changing the result unless a change is required.

¢ Cross-Platform Support: Ansible works on various Unix-like systems and in-
tegrates well with cloud platforms.

* Scalable: It can automate operations across many nodes simultaneously, suit-
able for both personal and enterprise-scale environments.

2.8.2 Ansible Project Directory Structure Overview

The Ansible official documentation has provided detailed description regarding the
directory structure [28]. A typical ansible project is organized into a well-defined
directory structure that promotes modularity and maintainability:
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ansible-project/
inventory/
hosts.ini
playbooks/
site.yml
roles/
apache/
tasks/
templates/
group_vars/
all.yml
host_vars/
all.yml
ansible.cfg

Each directory serves a specific purpose. The inventory defines managed hosts,
playbooks contain the automation logic, roles structure reusable components, and
group_vars or host_vars store variables per group or per host respectively.

2.8.3 Playbooks and Tasks

Playbooks are YAML files that define sets of tasks to be executed on one or more
remote systems [29]. Each play targets a group of hosts and defines the execution
logic:

1 |- name: Install Apache

2 hosts: webservers
become: yes
4 tasks:

- name: Install Apache
6 ansible.builtin.apt:
name: apache2

8 state: present

FIGURE 2.1: Basic Ansible Playbook Example

2.8.4 Ansible Modules

Modules are the core components of Ansible’s task execution engine. They perform
discrete functions such as installing packages, copying files, managing services, or
handling users [30], [31]. Below are some commonly used modules:

* ansible.builtin.apt — Manages packages on Debian/Ubuntu systems [32].

e ansible.builtin.copy — Copies files to target nodes [33].

* ansible.builtin.template — Deploys Jinja2 templates [34].

* ansible.builtin.systemd — Manages systemd services [35].

® ansible.builtin.user — Creates or modifies user accounts [36]
These modules are declarative, meaning they describe the desired state of the sys-
tem, and Ansible ensures the system matches that state.
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2.8.5 Ansible Roles

Roles in Ansible are a standardized method of organizing playbooks and reusable
automation logic. According to ansible official documentation [37], a role might
contain at least one directory among seven standardized directories as below:

1 roles/

2 common/ # this hierarchy represents a "role"

3 tasks/ #

4 main.yml # <-- tasks file can include smaller files if warranted

5 handlers/ #

6 main.yml # <-- handlers file

7 templates/ # <-- files for use with the template resource

8 ntp.conf.j2 # <------- templates end in .j2

9 files/ #

10 bar.txt # <-- files for use with the copy resource

11 foo.sh # <-- script files for use with the script resource

12 vars/ #

13 main.yml # <-- variables associated with this role

14 defaults/ #

15 main.yml # <-- default lower priority variables for this role

16 meta/ #

17 main.yml # <-- role dependencies

18 library/ # roles can also include custom modules

19 module_utils/ # roles can also include custom module_utils

20 lookup_plugins/ # or other types of plugins, like lookup in this case

21

22 webtier/ # same kind of structure as "common" was above, done for
<> the webtier role

23 monitoring/ # "

24 fooapp/ # "

25

FIGURE 2.2: Ansible Role structure Example [37]

Roles enhance readability, facilitate reuse across projects, and make it easier to share
automation logic within teams.

2.8.6 Secure Automation with Ansible Vault

Ansible Vault provides a mechanism to encrypt sensitive data such as passwords or
private keys. This is crucial in maintaining clean, secure playbooks without exposing
credentials [38].
Examples of vault operations include:

* Create a new vault file: ansible-vault create secrets.yml

e Edit a vault file: ansible-vault edit secrets.yml

* Encrypt an existing file: ansible-vault encrypt secrets.yml
Vault-encrypted files are typically referenced in group_vars or host_vars and are
decrypted during execution using a password prompt or a vault ID.

2.9 Conclusion

This chapter introduced the key technologies that form the foundation of this project,
including SeisComDP, Linux file and permission management, systemd services, Bash
scripting, polkit, and user environment configuration. It also covered automation
with Ansible, highlighting its playbooks, roles, modules, and secure practices using
Ansible Vault. These concepts provide the technical groundwork for the multi-user
automation strategies discussed in the following chapters.
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Chapter 3

Solution Development and
Implementation

3.1 Introduction

This chapter presents the solution development and implementation details of the
project, outlining the step-by-step approach taken to transform the default single-
user SeisComP setup into a secure and maintainable multi-user environment. The
work was carried out in three phases: manual installation and evaluation of Seis-
ComP, implementation of a group-based manual solution to overcome user limita-
tions, and automation of the entire setup using Ansible roles.

3.2 Manual Installation and Problem Identification

The project began with the standard manual installation of SeisComP on a Debian-
based system. The software was extracted from a tarball package, and initial con-
figurations were performed under a single system user as described in appendices
(A.1). The following key observations were made during the multi-user testing of
the SeisComP service with this manual installation (A.2):

¢ Only the user who initiates the SeisComP service can start, stop, or check its
status.

¢ Users from the same group, despite having identical group permissions, are
unable to interact with the service.

e Temporary files such as process IDs (PIDs) and logs are generated under di-
rectories like /seiscomp/var/run, and are owned by the user who starts the
service.

* File ownership restrictions prevent other users from accessing or managing
service-related files, limiting multi-user collaboration.

To address this, the next section explores a manual solution leveraging native Linux
mechanisms to enable controlled multi-user access — a foundational step toward
eventual automation using Ansible.

3.3 Manual Multi-User Solution

To overcome the challenges identified in the previous section, a series of manual
configurations were applied using native Linux tools and mechanisms. The objec-
tive was to enable secure and collaborative multi-user management of SeisComP
services without compromising system integrity. This section outlines the step-by-
step solutions, including user and group management, service permission handling
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through custom systemd units, privilege delegation using Polkit, and user environ-
ment adjustments to streamline access and usability.

3.3.1 System User and Group Configuration

A dedicated system user was created to run SeisComP services. A new user
group (e.g., sysop) was created, and all authorized users were added to this group.
The ownership of the SeisComP directory structure and data files was adjusted to
seiscomp:sysop, with group read/write permissions enabled.

3.3.2 Custom Systemd Service

Managing service ownership and access in a multi-user environment requires pre-
cise control over how system processes are initiated and how they interact with the
file system. In this context, two custom systemd service units were introduced to
address the key limitations identified earlier. The first ensures that any new files
or directories generated within the SeisComP environment are assigned the correct
ownership and permissions. The second guarantees that the SeisComP service is
always executed under a dedicated system user, regardless of which user initiates
the command. These services work in tandem to enable a consistent, secure, and
collaborative runtime setup for all authorized users.

Fix SeisComP Permission

During the initial manual installation, it was observed that executing the seiscomp
start command resulted in the creation of temporary files and process-related di-
rectories (e.g., under /opt/seiscomp/var/run) that were owned by the user who
started the service. These files did not inherit the intended group permissions,
thereby restricting access for other authorized users within the same group. To ad-
dress this, a solution was devised to monitor changes within the /opt/seiscomp di-
rectory and automatically enforce the correct ownership and permission settings.
A custom Bash script (Figure 3.1) was developed to watch for new or modified
files and recursively update their ownership to seiscomp:sysop, while also align-
ing group permissions with user permissions using chmod g=u. Additionally, it also
writes change logs to the file /var/log/fix_seiscomp_permission.log.
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1 | #!/bin/bash

3 | WATCH_DIRS=(

4 "/opt/seiscomp/"
5 0)

7 | LOGFILE="/var/log/fix_seiscomp_permission.log"

9 | # Function to add inotify watch to a directory

10 |add_watch() {

11 local DIR="$1"

echo "$(date): Starting recursive monitoring on $DIR" >> "$LOGFILE"

13 inotifywait -m -r -e create,modify,move "$DIR" --format "Ywif" |
14 while read -r FILE; do
15 if [ -e "$FILE" ]; then

16 chmod g=u "$FILE"

17 echo "$(date): Changed permission for $FILE" >> "$LOGFILE"
18 fi

19 sleep 2

20 done

21 |}

23 | # Call the function to watch the directory
24 |add_watch "${WATCH_DIRS[@]}"

FIGURE 3.1: Fix SeisComP Permission Bash Script

As outlined in Chapter 2, Section 2.4, systemd provides a robust mecha-
nism for managing persistent background services. Following this approach,
a custom systemd unit service was created to ensure the continuous and
reliable execution of the permission fixing script. =~ The Bash script (Fig-
ure 3.1) was stored in /usr/local/bin, and the unit file was placed in
/etc/systemd/system/fix_seiscomp_permission.service (Figure 3.2). To support
real-time file system monitoring, the inotify-tools package was installed as a re-
quired dependency.

[Unit]
Description=Fix Permission Service
After=network.target

W N =

[SINTS

[Service]
6 | Type=simple

8 | ExecStart=/usr/local/bin/fix_seiscomp_permission.sh
9 | Restart=always

10 | User=seiscomp

11 | Group= sysop

13 | [Installl
14 | WantedBy=multi-user.target

FIGURE 3.2: Code Snippets: Fix SeisComP Permission service

SeisComP Service Wrapper

In its default configuration, the seiscomp command-line utility internally ex-
ecutes scripts such as /opt/seiscomp/bin/seiscomp start, stop, or restart.
When SeisComP is configured system-wide, an environment setup file (e.g.,
/etc/profile.d/seiscomp.sh) ensures that these commands are accessible from
any terminal session, effectively mapping the seiscomp command to its binary loca-
tion. However, this default behavior means that the service runs under the identity
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of the user who invokes the command. Consequently, the generated runtime files
and processes are owned by that user, reintroducing the ownership and access con-
trol issues previously discussed.

To standardize service execution and maintain consistent ownership, a second cus-
tom systemd unit file—seiscomp.service(Figure 3.3) was created. This wrapper
service ensures that the SeisComP process is always launched as the dedicated
seiscomp system user, regardless of who initiates the service control action. By
enforcing a single execution identity, this design promotes security, simplifies per-
mission management, and enables seamless collaboration among users within the
authorized group.

[Unit]
Description=SeisComp Service
After=network.target

W ON =

(SN

[Service]
6 | Type=forking

8 | User=seiscomp
9 | Group=sysop

11 | WorkingDirectory=/opt/seiscomp

13 | # File Permission settings before start the service
14 | ExecStartPre=/bin/chown -R seiscomp:sysop /opt/seiscomp
15 | ExecStartPre=/bin/chmod -R g=u /opt/seiscomp

17 | # Command Ezecution

18 | ExecStart=/opt/seiscomp/bin/seiscomp start

19 | ExecStop=/opt/seiscomp/bin/seiscomp stop

20 | ExecReload=/opt/seiscomp/bin/seiscomp restart

22 | # File permission settings
23 | UMask=0002
24 | PermissionsStartOnly=true

26 | # File Permission after the service start

27 | ExecStartPost=/bin/chown -R seiscomp:sysop /opt/seiscomp
28 | ExecStartPost=/bin/chmod -R g=u /opt/seiscomp

29
30 | [Install]

31 | WantedBy=multi-user.target

FIGURE 3.3: Code Snippets: SeisComP service

3.3.3 Polkit Integration for Service Control

While the custom systemd services introduced in the previous section enable stan-
dardized management of SeisComP processes, invoking these services typically re-
quires elevated privileges. Non-sudo users are not permitted to execute commands
such as systemctl start seiscomp.service by default, as systemd operations are
restricted to users with administrative access.

To address this limitation, and as introduced in Chapter 2, Section 2.6, polkit was
employed to delegate limited administrative capabilities to authorized users in a
controlled and secure manner. Specifically, a custom policy rule was defined to allow
members of the sysop group to manage the seiscomp.service without full sudo
privileges. This rule grants the ability to start, stop, and restart the service while
preserving system-level protections and minimizing the risk of unauthorized access
to other privileged operations.
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1 | polkit.addRule(function(action, subject) {

2 if (

3 action.id == "org.freedesktop.systemdl.manage-units" &&
! action.lookup("unit") == "seiscomp.service" &&

5 subject.isInGroup("sysop")

6 ) o

7 return polkit.Result.YES;

8 }

9131

FIGURE 3.4: Polkit rule for non sudo users group

The rule was implemented in the file /etc/polkit-1/rules.d/50-seiscomp.rules,
as shown in Figure 3.4, and it safely delegates control of the service to users in the
specified group "sysop".

3.3.4 User Environment Management

To ensure a seamless experience for authorized users, environment variables
and command behavior were configured through system-wide shell initial-
ization scripts. By default, SeisComP requires several environment vari-
ables—such as SEISCOMP_ROOT, PATH, and LD_LIBRARY_PATH—to be properly
set before its commands can be executed. These were centrally defined in
/etc/profile.d/seiscomp.sh (Figure 3.5), which ensures they are applied automat-
ically to all interactive shells.

1 | export SEISCOMP_ROOT="/opt/seiscomp"

2 | export PATH="/opt/seiscomp/bin:$PATH"

3 | export LD_LIBRARY_PATH="/opt/seiscomp/lib:$LD_LIBRARY_PATH"
4 | export PYTHONPATH="/opt/seiscomp/lib/python:$PYTHONPATH"

5 | export MANPATH="/opt/seiscomp/share/man:$MANPATH"

6 | source "/opt/seiscomp/share/shell-completion/seiscomp.bash"

FIGURE 3.5: Default SeisComP environment configuration

However, due to the custom systemd "seiscomp service" configuration (see
Section 3.3.2), users are required to interact with the SeisComP service us-
ing systemctl commands rather than the traditional seiscomp CLI tool. To
maintain consistency and improve usability, a secondary environment script-
"/etc/profile.d/luna.seiscomp.sh" was introduced (Figure 3.6). This custom
script performs two key functions: it restricts its scope to users in the sysop group,
and it overrides the default seiscomp command for selected operations. Specifi-
cally, commands such as seiscomp start, stop, and restart are redirected to the
corresponding systemctl actions for the seiscomp.service unit. In contrast, status-
related commands like seiscomp status continue to invoke the native executable
directly, as group-based permissions allow access to runtime information.
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#!/usr/bin/env bash

1

3 |# Only apply to users in ’sysop’ group

4 |if id -nG "$USER" | grep -qw sysop; then
5

6 # Source the main SetsComP environment
7 [ -f /etc/profile.d/seiscomp.sh ] &% source /etc/profile.d/seiscomp.sh

9 # OQverride seiscomp command using systemctl
10 seiscomp() {
11 case "$1" in

12 restart) systemctl restart seiscomp.service HR
13 start) systemctl start seiscomp.service HH
14 stop) systemctl stop seiscomp.service HE
15 *) /opt/seiscomp/bin/seiscomp "$Q" HH
16 esac

17 }

18 export -f seiscomp

19 | £i

FIGURE 3.6: Custom SeisComP command override for sysop group

This approach ensures that users can continue to interact with SeisComP using fa-
miliar commands, while preserving the integrity and control provided by the under-
lying custom service and permission model. This script ensures all group members

have access to SeisComP commands upon login.

3.3.5 Manual Solution: Multi-user SeisComP in a Nutshell

The manual configuration for enabling multi-user access to SeisComP services in-
tegrates several Linux-native components working together to ensure a secure and
collaborative environment. As illustrated in Figure 3.7, the process begins when a

user logs into the system.
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I user login I

Fix_seiscomp_permission.service is running
- Monitors: /opt/seiscomp for any change
- Changes ownership and permission

no access to
seiscomp directory

normal
environmental
varables

Group == sysop?

l Yes

seiscomp environmental variables

- Command Group1: seiscomp status

- Command Group2: systemctl (seiscomp start/stopirestart)

|

Command Group1 Command Group2
No
——— ——3(In polkit rule )——— Deny

l Yes

lopt/seiscomp/bin/seiscomp status
user. who executes in group sysop

systemctl start/stop/restart seiscomp
user: seiscomp

FIGURE 3.7: Multi-user SeisComP deployment workflow

If the user is not part of the sysop group, only standard environment variables are
loaded, and access to the SeisComP directory is denied. For users in the sysop group,
the system automatically loads SeisComP-specific environment variables, which
define executable paths and library configurations. These users’ commands are
granted two levels of interaction: one command group is permitted to query the sta-
tus of the SeisComP service using the default binary, while another command group
(subject to a polkit rule) is authorized to control the service using systemctl without
requiring root privileges. Meanwhile, the fix_seiscomp_permission.service con-
tinuously monitors the SeisComP directory for changes, ensuring that all generated
files maintain the correct ownership and permission scheme. Together, these mech-
anisms establish a functional multi-user runtime model for managing SeisComP.

3.4 Automation with Ansible Roles

Once the manual setup was validated in section 3.3, it was translated into a fully au-
tomated Ansible role. This improved reproducibility and allowed easy deployment
across multiple systems. The automation was broken down into two main roles: one
for provisioning the MariaDB server, and another for configuring SeisComP with all
the supporting components required for multi-user operation.

3.4.1 Ansible MariaDB Role

MariaDB is a prerequisite for SeisComP when it is selected as the application’s
database backend. Rather than embedding database configuration within the main
SeisComP role, MariaDB was implemented as an independent role to take advantage
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of the modular design principles outlined in Section 2.8.5. This separation allows the
MariaDB role to be reused in other projects or services that require a similar database
setup.

The role provisions the MariaDB server, performs the initial security hardening ac-
cording to the official documentation [39], and sets the root password. It also ensures
that the database service is active and configured to start at boot. By handling these
tasks in a dedicated role, the database can be provisioned independently or along-
side SeisComP, improving flexibility and maintainability. The full task sequence for
the MariaDB role, including YAML definitions and handlers, is provided in Ap-
pendix A.3.6.

3.4.2 Ansible SeisComP Role

The SeisComP Ansible role encapsulates all tasks required to replicate the manual
multi-user configuration described in Section 3.3, but in a fully automated and re-
peatable form. Unlike the MariaDB role, which is dedicated solely to provisioning
and securing the database service, the SeisComP role incorporates an initial check to
verify whether a functional MariaDB instance is already present. If the database is
not available, the role triggers the MariaDB installation automatically, ensuring that
the necessary prerequisite is in place. This design makes the role more flexible and
self-contained, while still aligning with the modular approach of Ansible roles. Once
the database dependency is satisfied, the role proceeds with the complete workflow
for deploying and configuring SeisComP in a multi-user environment.

Within this role, tasks are organized to address the entire multi-user deployment
workflow:

1. User and Group Provisioning — Creates the dedicated system user seiscomp
and the administrative group sysop, adding all authorized operators to this
group.

2. Directory Preparation — Creates /opt/seiscomp with recursive ownership set
to seiscomp:sysop and permissions aligned (g=u) for consistent group access.

3. Software Installation — Downloads, extracts, and installs SeisComP, along
with all required dependencies (including seiscomp-server).

4. Database Integration — Configures SeisComP to connect to the MariaDB in-
stance prepared earlier.

5. Environment Setup — Deploys the standard SeisComP environment script to
/etc/profile.d and installs a conditional wrapper script to simplify service
management for sysop members.

6. Custom Systemd Services — Installs and enables two custom unit files:

e fix_seiscomp_permission.service — Monitors /opt/seiscomp for
newly created files or directories and corrects ownership and permis-
sions in real time.

* seiscomp.service — Ensures that SeisComP processes always run under
the seiscomp user, regardless of the initiating account.

7. Polkit Integration — Configures a rule to allow sysop members to control
seiscomp.service without requiring sudo privileges.

8. Post-Deployment — Enable modules, and restart the services.

The complete breakdown of the SeisComP role, including the YAML playbooks,
templates, and handlers, etc, is provided in Appendix A.3.7.
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3.4.3 Summary

By implementing SeisComP deployment as an Ansible role and separating MariaDB
into its own reusable module, the solution achieves both reliability and scalability.
Any system meeting the base requirements can now be configured for multi-user
SeisComP operation with a single playbook run, eliminating the manual interven-
tion previously required. This approach not only reduces setup time but also en-
sures consistency across environments, aligning with the principles of infrastructure
as code.
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Chapter 4

Testing and Evaluation

4.1 Introduction

This chapter presents the testing procedures and evaluation results for the multi-
user SeisComP environment developed during the project. The aim of the testing
phase was to validate the manual and automated configurations, ensure expected
behaviour under multiple user accounts, and confirm that the deployment process
is reproducible using Ansible. The evaluation focuses on functional verification,
permission and access control, service reliability, and automation consistency.

4.2 Testing Environment

The testing was conducted in a controlled virtualised environment using VMware
Workstation 17. The setup comprised three virtual machines (VMs):
* Workstation: An Ansible control node configured with the IP address
192.168.101.250/24.
¢ Servers: Two Debian 12 VMs (192.168.101.201 and 192.168.101.202) desig-
nated as deployment targets for the SeisComP application via Ansible roles.

DServer1

192.168.101.201/24

Workstation

192.168.101.250/24

192.168.101.202/24

VM

DServer2

FIGURE 4.1: LAB Test Diagram

A simplified network topology diagram is shown in Figure 4.1, illustrating the log-
ical connectivity between these systems. Each VM was equipped with two network
interfaces:
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1. A NAT interface for internet access (not shown in the diagram).
2. A management interface connected to the management network
192.168.101.0/24.

4.2.1 Ansible Environment Preparation

The Ansible control node was configured to manage the two Debian 12 servers using
passwordless SSH authentication, an inventory configuration, and project-specific
Ansible settings. Sensitive credentials such as database passwords were securely
managed using Ansible Vault, as described in Section 2.8.6.

The full preparation process, including package installation, key-based authentica-
tion, vault encryption, and configuration files, is detailed in Appendix A.3.1.

4.2.2 Executing the Ansible Playbook

As outlined in Section 2.8.3, a dedicated playbook named pb_install_service.yml
was created to orchestrate the deployment of both the mariadb and seiscomp roles.
The playbook was executed in two stages to isolate role-specific installations and
verify their outcomes individually:

ansible-playbook pb_install_service.yml --limit dev_servers --tags
mariadb --ask-vault-pass

ansible-playbook pb_install_service.yml --limit dev_servers --tags
seiscomp --ask-vault-pass

This approach allowed targeted testing of each component—first provisioning the
MariaDB service, followed by the installation and configuration of SeisComP. The
complete playbook listing is available in Appendix A.4.

4.3 Test Cases and Objectives

The following test cases were designed to cover the most critical aspects of the sys-
tem:

4.3.1 Test Case 1: Service Control by Group Members and Polkit Autho-
rization Validation

Objective: Verify that users in the sysop group can start, stop, and check the status
of the SeisComP service without sudo.

Result: Both test1 and test2 users successfully controlled the service, confirming
that the Polkit configuration and environment script functioned as intended. (Full
terminal output in Appendix A.5.1).

4.3.2 Test Case 2: File Ownership and Access

Objective: Ensure that operational files generated by SeisComP are owned by the
service account and accessible to the group.

Result: All generated files were owned by seiscomp:sysop with group read/write
permissions, meeting the requirements.(Full terminal output in Appendix A.5.2).
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4.3.3 Test Case 3: Custom Systemd Service Check
Objective: Check the custom systemd Service is working and working as planned.

Result: Both custom systemd service is running and functioning as expected (De-
tailed output in appendix A.5.3).

4.3.4 Test Case 4: Ansible Idempotency and Re-deployment

Objective: Verify that re-running the Ansible roles does not produce unintended
changes.

Result: The playbook re-run completed without modifying existing configurations,
confirming idempotency (Full terminal output in appendix A.5.4).

4.4 Discussion

The testing outcomes demonstrate that the challenges identified in the initial single-
user setup were successfully mitigated through the implemented solution. The in-
troduction of custom systemd services and Polkit rules ensured that service control
was securely delegated without requiring root privileges. File permission issues,
which had previously restricted multi-user operation, were resolved by enforcing
group ownership and access policies through a dedicated custom systemd service
that automatically corrects permissions for files generated during application run-
time. Furthermore, the Ansible-based automation confirmed that the environment
could be reliably reproduced, with idempotency guaranteeing consistency across
multiple deployments. Overall, the tests validate that the proposed approach not
only addressed the original limitations but also established a secure, maintainable,
and scalable framework for multi-user SeisComP management.

In addition to the validation tests described above, a set of real-time operational plots
generated by SeisComP (using tools such as scrttv and scheli) are included in
Appendix B). These plots, while not central to the primary objectives of this project,
provide a visual demonstration of the system’s capability to process and display
seismic data in real time, thereby highlighting the practical context of the deployed
environment.

4.5 Summary

This chapter evaluated the proposed solution through structured testing. All objec-
tives were achieved, confirming the reliability and security of the multi-user Seis-
ComP environment.
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

This research project successfully addressed the limitations of the default single-user
SeisComP setup by designing and implementing a secure, maintainable multi-user
environment. Through a structured methodology that began with manual instal-
lation and problem identification, followed by a manually configured group-based
solution, and ultimately culminating in a fully automated Ansible deployment, the
project achieved its primary objectives.
Key accomplishments include:
* Identification and documentation of operational restrictions in the default Seis-
ComP setup
* Implementation of a shared environment using Linux user groups, file permis-
sions, and ACLs
¢ Creation of custom systemd service units and Polkit rules to delegate service
control
¢ Configuration of environment variables and execution paths for group users
¢ Development of robust and reusable Ansible roles for automated deployment
The resulting solution enables authorized users to manage SeisComP services se-
curely, without compromising file access or requiring root privileges. The use of au-
tomation tools further ensures scalability and reproducibility across environments.

5.2 Future Work

While the current solution meets the core goals of the project, there are several op-
portunities for further development:
¢ Integration with centralized authentication systems (e.g., LDAP or Active Di-
rectory) to manage user access dynamically
* Enhanced monitoring and alerting mechanisms for service failures and log
anomalies
¢ To manage the size of log files generated by the fix_seiscomp_permission pro-
cess, a log rotation script can be implemented if required.
* A web-based interface or dashboard for service management and log visual-
ization.
¢ Integration with containerization tools like Docker to support portable deploy-
ment
* Security audits or hardening for environments operating in sensitive domains
These improvements would further increase the usability, flexibility, and maintain-
ability of SeisComP in institutional or production-scale deployments.
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5.3 Final Remarks

The project demonstrates the importance of practical system-level design in over-
coming real-world software limitations. By combining open-source tools, system
administration principles, and configuration automation, a sustainable solution was
achieved that empowers collaborative usage of critical infrastructure like SeisComP.
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Appendix A

SeisComP Multi-user How TOs

A.1 Manual SeisComP Installation Steps

1. Log in to the Server with a privileged user account and Password.
2. Create a dirctory with the command "mkdir /opt/download/", and download
the updated SeisComP packages from the mirror.
#wget https://www.seiscomp.de/downloader/seiscomp-6.7.6-debianl2-i686.tar.gz
#wget https://www.seiscomp.de/downloader/seiscomp-6.7.6-doc.tar.gz
#wget https://www.seiscomp.de/downloader/seiscomp-maps.tar.gz

3. Decompress the packages in the directory "/opt/", this will create a folder
named "seiscomp” in this directory.
#tar -zxvf /opt/download/seiscomp-6.7.6-debianl12-i686.tar.gz
#tar -zxvf /opt/download/seiscomp-6.7.6-doc.tar.gz
#tar -zxvf /opt/download/seiscomp-maps.tar.gz

4. Go to the directory "/opt/seiscomp/bin/" as non root user, and Install depen-
dencies using the "seiscomp" command.
#seiscomp install-deps base
#seiscomp install-deps mariadb-server
#seiscomp install-deps gui fdsnws

5. Copy the SeisComP environment variables to the directory:/etc/profile.d/, and
source this file so that normal users can use the SeisComP commands.
#/opt/seiscomp/bin/seiscomp print env > /etc/profile.d/seiscomp.sh
$ source /etc/profile.d/seiscomp.sh

6. Now secure the mariadb-server, set root password, and carefully select options
according to the official documentation[39]

# mariadb-secure-installation

® Change the root password? [Y/n] y
® Remove anonymous users? [Y/n] y
¢ Disallow root login remotely? [Y/n] y
® Remove test database and access to it? [Y/n] y
® Reload privilege tables now? [Y/n] y
7. It is not advised to run seiscomp as root user, so it is needed to change the
ownership of this seiscomp directory "/opt/seiscomp"
#chown -R subrata:subrata /opt/seiscomp

8. As a normal user "subrata”, run the command "seiscomp setup" and select
options as shown in the Figure: A.1.
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10.

subrata@dserverl:/opt/seiscomp$ seiscomp setup

This initializes the configuration of your installation.

If you already made adjustments to the configuration files

be warned that this setup will overwrite existing parameters
with default values. This is not a configurator for all

optiens of y up but helps to setup initial standard values.

Hint: Entered valu tarting with a dot (.) are handled
as commands. Available commands are:

guit: Quit setup without modification to your configuration.
back: Go back to the previous parameter.
help: Show help about the current parameter (if available).

If you need to enter a value with a leading dot, escape it
with bac

Agency ID []: DLR
Datacenter ID []:
Organization

1) pos%gre&q
Postgr

read-write pass

public hostname. [1

read-only user. [sy
 read-only password.

P) Proceed to apply configuration
D) Dump entered parameters

B) Back to last parameter

Q) Quit without changes

Command? [P]: P

FIGURE A.1: SeisComP Setup

. Copy the default configuration files related to scmaster, seedlink, and

slarchieve to the directory "/opt/seiscomp/etc/". Also enable the modules.
$ seiscomp enable scmaster

$ seiscomp enable slarchieve

$ seiscomp enable seedlink

At this point, SeisComP is installed, and it can be tested that the service is run-
ning as shown in the figure A.2 as user "subrata" with the commnad seiscomp
status enabled.
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subrata@dser'-.-'erl:;"c:pt$ seiscomp status enab
scmaster 1s running
seedl ink is running

slarchive 1s running
Summary: 3 modules enabled
subrata@dserveri:/opts |

FIGURE A.2: SeisComP Status

A.2 Dissection of the problem

The initial installation was performed by the user account subrata, resulting in all
files within the installation directory being owned by this user, as reflected in the file
permission settings A.3.

subrata@dserverl:/opt$ 1s -lh

total 8.0K

drwxr-xr-x 3 subrata subrata 4.8K Jun 2 89:38 downloac
drwxr-xr-x 9 subrata subrata 4.8K Jun 2 889:24 seiscomp
subrata@dserverl:/opt$ 1s -lh seiscomp/

total 28K

drwxr-xr-x 2 subrata subrata 4.0K May

drwxr-xr-x 7 subrata subrata 4.8K Jun

drwxr-xr-x 6 subrata subrata 4.0K May

drwxr-xr-x 4 subrata subrata 4.8K May

drwxr-xr-x 2 subrata subrata 4.0K May

drwxr-xr-x 28 subrata subrata 4.8K Nov 22

drwxr-xr-x 5 subrata subrata 4.8K Jun
subrata@dserveri: /opts |}

FIGURE A.3: SeisComP directory permission

To identify the problem, two test users—user1 and user2—were created and added
to the sysop group. The file permissions originally assigned to the primary user
subrata were then replicated for the group, ensuring that all members, including
the test users, had identical access rights A 4.

root@dserverl: /opt# 11

total 8.0K

drwxr-xr-x 3 subrata subrata 4.08K Jun
drwxr-xr-»x 9 subrata subrata 4.8K Jun
root@dserverl: fopt# chown -R
root@dserverl:/opt# chmod -R g=u seiscomp

root@dserverl: /opt# 11

total 5.0K

drwxr-xr-» 3 subrata subrata 4.0K Jun 2 089:30 download
drwxrwxr-x 9 subrata sysop 4.0K Jun 2 09:24 selscomp
rnat@dseruerl:,.-"Dpt# I

FIGURE A .4: SeisComP Modified Directory Permission

Despite having the same group and file permissions as the user subrata, the test
users encountered a warning (A.5) when attempting to run the command seiscomp
status enable, indicating they were unable to retrieve the service status.
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userl@dserverl:~% selscomp s o Led
scmaster 1s not running [| NIMNG ]
seedlink 1s not running [W
slarchive

summary: 3 modules e

userl@dserverl:~% I

user2@dserverl:~% seiscomp status enable
scmaster 1s not running [WA

seedl ink is not running [WARNING]
slarchive not running [WARNING]
Summary: 3 modules enabled

user2@dserveri:~% |j

FIGURE A.5: SeisComP Status as Test Users

This limitation persisted even though ownership and permissions appeared consis-
tent. Upon examining the directory /opt/seiscomp/var/run/ (A.6), it was found
that SeisComP generates certain runtime files during execution, which are owned
by the user who initiates the service—thereby restricting access to others.

root@dserverl: fopt/seiscomp/var/run# 11
total 20K
~rWw-r--r-—-
-MW-r--r--
—FW-F--F--

1 subrata subrata 4 Jun
1
1
-rw-r--r-- 1
1
2

Jun
3 Jun

-rW-rW-r--
drwxr-xr-x
ls

slarchive.run

root@dserverl: fopt/seiscomp/var/run# [I

FIGURE A.6: /seiscomp/var/run directory
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After stopping the service and modifying the directory permissions to match the
group settings, the service was started using the user user1 A.7. It was observed
that the service ran successfully under this user .

userl@dserverl:~% selscomp start
starting scmaster
starting seedlink
maximum number of open files set to 1848576
starting slarchive
Summary: 3 modules started
userl@dserverl:~% selscomp status enabled
scmaster $ running
seedlink Ls running
slarchive L5 runn1ﬂg
Summary: 3 modules )
userl@dserverl:~% I

user2@dserverl:~
Hcmaater

Summary: 3 modules e
user2@dserverl:~% |

subrata@dserverl:~% seiscomp status

scmaster 15 not runmning AR
seedlink 1s not rumning [WARNING]
slarchive 1s not running [WARNING]
Summary: 3 modules enabled

subrata@dserverl:~

FIGURE A.7: Running as userl

However, the ownership of the generated runtime files was now associated with
userl, resulting in access failures when the status was checked by user2 or subrata.
A further inspection of the /seiscomp/var/run/ directory confirmed that the newly
created files were owned by the user who initiated the service A.8.

root@dserverl: /opt/seiscomp/var/run# 11
total 26K
-rw-r--r-- 1 userl userl 4 Jun 2 13:08 scmaster.pid
-rwW-r--r-- 1 userl userl B Jun . : scmaster.run
-rw-r--r-- 1 userl  userl 5 Jun 2 1: seedlink.pid
-rw-r--r-- 1 userl 1:] B Jun 2 1: seedlink. run
-rw-rw-r-- 1 subrata p Jun 2 1: selscomp.pid
drwxr-xr-x 2

subrata brata 4. Clh Jun 2 13:81 slarchive
-rw-r--r-- 1 userl userl 5 Jun larchive.pid
-rwW-r--r-- 1 userl userl B Jun 3:4 larchive.run
root@dseruerl:,-"opt_f"sei_scomp,.-"'-.-'.ar;"run# I

FIGURE A.8: /seiscomp/var/run directory as userl
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A.3 Ansible Automation Multi-user SeisComP Solution

A.3.1 Ansible Control Node Preparation

This section contains the full “how-to” instructions for preparing the Ansible control
node, configuring SSH authentication, and encrypting sensitive data using Ansible
Vault.

A.3.2 Installing Ansible

sudo apt update

sudo apt install ansible -y

A.3.3 Project Workspace

A directory /home/myproject was created containing;
¢ ansible.cfg (Figure A.9)

1 | [defaults]
2 | inventory = ./inventory.yml
3 |roles_path = ./roles

FIGURE A.9: Code Snippet - ansible.cfg

e inventory.yml (Figure A.10)

all:
2 children:
dev_servers:
hosts:
5 dserver1.0:
6 ansible_host: 192.168.101.201
dserver2.0:
8 ansible_host: 192.168.101.202

FIGURE A.10: Code Snippet - inventory.yml

A.3.4 SSH Key Authentication

ssh-keygen -t ed25519
ssh-copy-id -i 7/.ssh/id_ed25519.pub subrata@192.168.101.201
ssh-copy-id -i ~/.ssh/id_ed25519.pub subrata@192.168.101.202

A.3.5 Ansible Vault Encryption

Before encryption, the file group_vars/all/vault.yaml contained sensitive data in
plaintext (Figure A.11).
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vault.yaml X

all > vault.yaml

FIGURE A.11: Ansible vault in plaintext

Encryption was applied with:

ansible-vault encrypt group_vars/all/vault.yaml

After encryption, the contents became unreadable without the vault password (Fig-
ure A.12).

vaultyaml X

FIGURE A.12: Ansible vault encrypted

A.3.6 MariaDB Role

The mariadb role follows standard Ansible best practices to maintain modularity,
clarity, and security in its implementation.

Directory Structure and Code: The role’s structure is organized into purpose-
specific components:
¢ defaults/main.yml — Defines default variables, including package names, ser-
vice identifiers, and configuration parameters for MariaDB installation (Fig-
ure A.13).

mariadb_packages:

- python3-pymysql

- mariadb-server

- mariadb-client
mariadb_service: mariadb

G W N

FIGURE A.13: MariaDB Role — defaults/main.yml

* handlers/main.yml — Contains handlers to manage the MariaDB service, such
as restarting or reloading after configuration changes(Figure A.14).

- name: Restart MariaDB Service
ansible.builtin.systemd:
name: "{{ mariadb_service }}"
state: restarted

Do W N =
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FIGURE A.14: MariaDB Role — handlers/main.yml

* tasks/main.yml — Implements the main installation workflow, covering pack-
age installation, service configuration, and initial security hardening (Fig-

ure A.15).

1 - name: Update APT package index

2 ansible.builtin.apt:

3 update_cache: true

4 - name: Install MariaDB and dependencies

5 ansible.builtin.apt:

6 name: "{{ mariadb_packages }}"

7 state: present

8 - name: Enable and start MariaDB service

9 ansible.builtin.systemd:

10 name: "{{ mariadb_service }}"

11 enabled: true

12 state: started

13 - name: Check if root can connect via socket

14 community.mysql.mysql_info:

15 login_unix_socket: /var/run/mysqld/mysqld.sock
16 register: mysql_info_socket

17 ignore_errors: true

18 become: true

19 - name: Secure MariaDB Installation (Set root password)
20 community.mysql.mysql_user:

21 name: root

22 password: "{{ vault_mdb_root_pass }}"

23 login_unix_socket: /var/run/mysqld/mysqld.sock
24 become: true

25 when: mysql_info_socket is succeeded

26 - name: Remove anonymous users

27 community.mysql.mysql_user:

28 name: ’°

29 host_all: yes

30 state: absent

31 login_user: root

32 login_password: "{{ vault_mdb_root_pass }}"
33 - name: Removing test database

34 community.mysql.mysql_db:

35 name: test

36 state: absent

37 login_user: root

38 login_password: "{{ vault_mdb_root_pass }}"
39 - name: Disable remote root login

40 community.mysql.mysql_user:

41 name: root

2 host: "{{ item }}"

43 state: absent

44 login_user: root

45 login_password: "{{ vault_mdb_root_pass }}"
46 loop:

47 — Il°/°ll

48 - oo

49

FIGURE A.15: Code Snippets: mariadb/tasks/main.yml

* group_vars/all/vault.yml —Stores sensitive information as described in (Fig-
ure A.12)
This separation of concerns allows for clear role functionality, facilitates reuse in
other projects, and ensures that critical credentials remain securely stored.
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A.3.7 SeisComP Role

The SeisComP role is designed following established Ansible best practices to ensure

modularity, maintainability, and operational security during deployment.

Directory Structure and Code Snippets:

function-specific components, enabling clear separation of concerns:

¢ defaults/main.yml — Defines essential variables for the SeisComP installation,
including package lists, source URLs, and configuration parameters required

to set up the environment.

Gl N =

40

# Seiscomp packages and defining variables

# SeisComP repository URL

seiscomp_version: "6.7.9"

seiscomp_repo_url: "https://www.seiscomp.de/downloader/seiscomp-{{

< seiscomp_version }}-debianl2-x86_64.tar.gz"

—

#setscomp_repo_url_full: "https://www.seiscomp.de/downloader/setiscomp
-6.7.9-debian12-286_64.tar.gz"

# SeisComP working and installed directories
seiscomp_working_dir: "/opt/download"
seiscomp_installed_dir: "/opt"

# SeisComP user and group
seiscomp_user: "seiscomp"
seiscomp_group: "sysop"

# Seiscomp Dependencies and base packages
seiscomp_base_packages_with_gui:
- at-spi2-core
- gcc
- gfortran
- inotify-tools
- libblas3
- libboost-filesysteml1.74.0
- libboost-iostreamsl1.74.0
- libboost-program-options1.74.0
- libboost-regexl1.74.0
- libboost-systeml.74.0
- libboost-threadl.74.0
- libgfortranb
- liblapack3
- libmariadb3
- libncursesb
- libpgb
- libpython3-dev
- libpython3.11
- libqtbguib
- libgtbopenglh
- libgtbprintsupportb
- libqtbsqlb
- libqtbsqlb-sqglite
- libqtbsvgh
- libqtb5xml5
libquadmathO
libssl3
libtinfob
- libxml2
mariadb-common
mysql-common
pkexec
python3-dev
python3-numpy
python3-pexpect
- python3-pip
python3-pytest

The role’s organization is segmented into
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FIGURE A.16: Code Snippets: seiscomp /defaults/main.yml

¢ files/ — Contains static files that must be copied to specific target directories as
depicted figure A.17 to ensure correct SeisComP configuration and operation.

+ selscomp
~ defaults
main.yaml
w files /etc
v inventory
- DL-LUNA-repository.xml
v key
~ global
= profile_Tnllium
~ seedlink
profile_LUMA
profile_LUMAB
~ slarchive
= profile_1year
= profile_30days

= station DL LUMNAF

scheli. cfg
scritv.cfg

seedlink.cfg

» handlers
> tasks

> templates

FIGURE A.17: Code Snippets: seiscomp files directory

* handlers/main.yml — Provides handlers to manage SeisComP services, al-
lowing controlled restarts or reloads when configuration changes occur (Fig-
ure A.18).
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1 | # Handlers for SeisComP role

2 |- name: Reload and (re)start fix_seiscomp_permission service
3 ansible.builtin.systemd:

4 name: fix_seiscomp_permission.service
5 #daemon_reload: true

6 enabled: true

7 state: started

8

9 | # restart polkit service

10 |- name: Enable and Restart polkit service
11 ansible.builtin.systemd:

12 name: polkit.service

13 enabled: yes

14 state: restarted

16 | # Enable and restart SeisComP service

17 | - name: Enable and restart SeisComP service
18 ansible.builtin.systemd:

19 name: seiscomp.service

20 enabled: yes

21 state: restarted

22

23 | # Daemon reload once changes are made to the service files
24 |- name: Daemon_Reload

25 become: true

26 ansible.builtin.systemd:

27 name: seiscomp.service

28 daemon_reload: true

FIGURE A.18: Code Snippets: seiscomp/handlers/main.yml

¢ tasks/main.yml — Implements the complete workflow for installing SeisComP,
covering package retrieval, installation, configuration, and integration steps.

1 -

2 |# 0) Ensure MariaDB is present and accessible (or install it if not present)

3 | - name: Check if MariaDB package is installed

4 ansible.builtin.shell: dpkg -1 | grep -qw mariadb-server

5 register: mariadb_installed

6 failed_when: false

7 changed_when: false

8 become: true

9

10 | - name: Check MariaDB root access

11 community.mysql.mysql_info:

12 login_user: root

13 login_password: "{{ vault_mdb_root_pass }}"

14 register: mariadb_accessible

15 failed_when: false

16 changed_when: false

17 when: mariadb_installed.rc ==

18 become: true

19

20 |- name: Install & configure MariaDB (on-demand)

21 ansible.builtin.include_role:

22 name: mariadb

23 when: mariadb_installed.rc != 0 or (mariadb_accessible is defined and
< mariadb_accessible.failed)

24

25 | # Debug message

26 | - name: This playbook is executed by...

27 debug:

28 msg: " The playbook is executed by {{ ansible_user_id }}"

29

30 |# 1) User / Group / Directories

31 | - name: Create a system user for SeisComP

32 ansible.builtin.user:

33 name: "{{ seiscomp_user }}"

34 comment: "Seiscomp System User"
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60
61
62
63
64
65

66

67
68
69
70
71
72
73
74
75
76

77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103

shell: /bin/bash

create_home: yes

home: "/home/{{ seiscomp_user }}"
state: present

- name: Ensure group {{ seiscomp_group }} exists
ansible.builtin.group:
name: "{{ seiscomp_group }}"
state: present

- name: Make sure working and installed directories exist
ansible.builtin.file:
path: "{{ item }}"
state: directory
owner: "{{ seiscomp_user }}"
group: "{{ seiscomp_group }}"
mode: "ug=rwx,o=r"
loop:
- "{{ seiscomp_working_dir }}"
- "{{ seiscomp_installed_dir }}"

# 2) Download & extract SeisComP archive (if needed)

- name: Check if SeisComP archive already exists
ansible.builtin.stat:
path: "{{ seiscomp_working_dir }}/seiscomp-{{ seiscomp_version }}-debianl2-
— x86_64.tar.gz"
register: seiscomp_archive
changed_when: false

- name: Download SeisComP archive
ansible.builtin.get_url:
url: "{{ seiscomp_repo_url }}"
dest: "{{ seiscomp_working_dir }}/seiscomp-{{ seiscomp_version }}-debiani2-
~— x86_64.tar.gz"
mode: "ug=rwx,o=r"
owner: "{{ seiscomp_user }}"
group: "{{ seiscomp_group }}"
force: false
when: not seiscomp_archive.stat.exists
register: seiscomp_download

- name: Extract Seiscomp
ansible.builtin.unarchive:

src: "{{ seiscomp_working_dir }}/seiscomp-{{ seiscomp_version }}-debiani2-
~ x86_64.tar.gz"
dest: "{{ seiscomp_installed_dir }}"
remote_src: true
owner: "{{ seiscomp_user }}"
group: "{{ seiscomp_group }}"
mode: "ug=rwx,o=r"
extra_opts: [--same-owner]
creates: "{{ seiscomp_installed_dir }}/seiscomp/bin/seiscomp"

- name: Install dependencies base with gui
ansible.builtin.apt:
name: "{{ seiscomp_base_packages_with_gui }}"
state: present
update_cache: true
become: true

# 3) Permissions / ACLs
- name: Set ACLs for seiscomp directory
ansible.posix.acl:
path: "{{ seiscomp_installed_dir }}/seiscomp"
entity: "{{ seiscomp_user }}"
etype: user
permissions: rwx
default: true
state: present
recursive: true

- name: Set default ACLs for user
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ansible.posix.acl:
path: "{{ seiscomp_installed_dir }}/seiscomp"
entity: "{{ seiscomp_user }}"
etype: user
permissions: rwx
default: true
state: present
recursive: true

- name: Set default ACLs for group
ansible.posix.acl:
path: "{{ seiscomp_installed_dir }}/seiscomp"
entity: "{{ seiscomp_group }}"
etype: group
permissions: rwx
default: true
state: present
recursive: true

# 4) Copy templates / service unit files / polkit / env wrappers
- name: Copy files for services and for {{ seiscomp_group }} group
ansible.builtin.template:
src: "{{ item }}.j2"
dest: "/{{ item }}"
owner: root
group: root
mode: "0644"
loop:
- etc/systemd/system/seiscomp.service
- etc/systemd/system/fix_seiscomp_permission.service
- etc/polkit-1/rules.d/50-seiscomp.rules
- etc/profile.d/seiscomp.sh
- etc/profile.d/luna-seiscomp.sh
notify: Daemon_Reload

- name: Copy fix_seiscomp_permission bash script
ansible.builtin.template:
src: usr/local/bin/fix_seiscomp_permission.sh.j2
dest: /usr/local/bin/fix_seiscomp_permission.sh
mode: ’0755°
owner: root
group: root

- name: Check if log file for fix_seiscomp_permission exists
ansible.builtin.stat:
path: /var/log/fix_seiscomp_permission.log
register: fix_seiscomp_permission

- name: Create log file, and has correct ownership & permissions
ansible.builtin.file:
path: /var/log/fix_seiscomp_permission.log
state: touch
owner: root
group: "{{ seiscomp_group }}"
mode: ’u=rw,g=rw,o=r’
modification_time: preserve
when: not fix_seiscomp_permission.stat.exists
notify: Reload and (re)start fix_seiscomp_permission service

- name: Ensure SeisComP wrapper is sourced in all interactive shells to work
— start/stop/restart
ansible.builtin.blockinfile:
path: /etc/bash.bashrc
create: true
insertafter: EOF
marker: "# {mark} ANSIBLE MANAGED: myseiscomp wrapper"
block: |-
# Source SeisComP wrapper for sysop users
if [ -f /etc/profile.d/luna-seiscomp.sh ]; then
source /etc/profile.d/luna-seiscomp.sh
fi
mode: ’0644°
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175 owner: root

176 group: root

177

178 | # 5) SeisComP interactive setup (guarded with a marker file so it runs only
)

179 | - name: Check if SeisComP setup already completed

180 ansible.builtin.stat:

181 path: "{{ seiscomp_installed_dir }}/seiscomp/.setup_done"

182 register: seiscomp_setup_marker

183 changed_when: false

184 become: true

185

186 | - name: Run SeisComP interactive setup

187 ansible.builtin.expect:

188 command: "{{ seiscomp_installed_dir }}/seiscomp/bin/seiscomp setup "

189 responses:

190 "Agency ID.* ": "DLR"

191 "Datacenter.* ": ""

192 "Organization string.* ": "MUSCDLR"

193 "Enable database.* ": "yes"

194 "Database backend.* ": "0"

195 "Create database.* ": "yes"

196 "MYSQL root password.* ": "{{ vault_mdb_root_pass }}"

197 "Run as super user.* ": "no"

198 "Drop existing database.* ": "yes"

199 " ok utf8mb4.x ": "O"

200 "Database name.* ": "seiscomp"

201 "Database hostname.* ": "localhost"

202 "Database read-write.* ": "sysop"

203 "Database read-write password.* ": "sysop"

204 "Database public hostname.* ": "localhost"

205 "Database read-only user.* ": "sysop"

206 "Database read-only password.* ": "sysop"

207 " .* Proceed to.* ": "P"

208 become: true

209 become_user: "{{ seiscomp_user }}"

210 when: not seiscomp_setup_marker.stat.exists

211 changed_when: false

212

213 | - name: Create SeisComP setup marker file

214 ansible.builtin.file:

215 path: "{{ seiscomp_installed_dir }}/seiscomp/.setup_done"

216 state: touch

217 owner: "{{ seiscomp_user }}"

218 group: "{{ seiscomp_group }}"

219 mode: ’0664°

220 when: not seiscomp_setup_marker.stat.exists

221

222 | # 6) Copy application configuration files

223 | - name: Check if configuration files copied already

224 ansible.builtin.stat:

225 path: "{{ seiscomp_installed_dir}}/seiscomp/etc/inventory/DL-LUNA-
> repository.xml"

226 register: lunaconfig_files

227

228 | - name: Copy Seiscomp Config files

229 ansible.builtin.copy:

230 src: "etc/"

231 dest: "{{ seiscomp_installed_dir }}/seiscomp/etc"

232 owner: "{{ seiscomp_user }}"

233 group: "{{ seiscomp_group }}"

234 mode: "0664"

235 directory_mode: "O0775"

236 force: true

237 remote_src: false

238 when: not lunaconfig_files.stat.exists

239

240 |# 7) Enable modules, update config and ensure service state

241 | - name: Enable update-config and start seiscomp service

242 ansible.builtin.shell: |

243 {{ seiscomp_installed_dir}}/seiscomp/bin/seiscomp enable scmaster

244 {{ seiscomp_installed_dir}}/seiscomp/bin/seiscomp enable seedlink

once
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245 {{ seiscomp_installed_dir}}/seiscomp/bin/seiscomp enable slarchive
246 {{ seiscomp_installed_dir}}/seiscomp/bin/seiscomp update-config
247 {{ seiscomp_installed_dir}}/seiscomp/bin/seiscomp stop

248 become: true

249 become_user: seiscomp

250 when: not lunaconfig_files.stat.exists

251 notify:

252 - Enable and Restart polkit service

253 - Enable and restart SeisComP service

254 | # End of tasks/main.yml

FIGURE A.19: Code Snippets: seiscomp/tasks/main.yml

¢ templates/ — Holds Jinja2-based templates used to dynamically generate con-
figuration scripts from predefined variables and place them into appropriate
system paths, as can be observed from the directory from figure A.20.

~ profiled

luna-seisc

local / bin

np_permission.sh.j2

FIGURE A.20: Code Snippets: seiscomp templates directory

The content of templates/etc/polkit/rules.d/50-seiscomp.rules. j2 file:

polkit.addRule(function(action, subject) {

1

2 if (

3 action.id == "org.freedesktop.systemdl.manage-units" &&
4 action.lookup("unit") == "seiscomp.service" &&

5 subject.isInGroup("{{ seiscomp_group }}")

6 ) {

~

return polkit.Result.YES;

FIGURE A.21: Code Snippets: 50-seiscomp.rules.j2

The content of templates/etc/profile.d/seiscomp.sh. j2 file:
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# Generated by 4nsible - DO NOT EDIT MANUALLY

export SEISCOMP_ROOT="{{ seiscomp_installed_dir }}/seiscomp"

export PATH="{{ seiscomp_installed_dir }}/seiscomp/bin:$PATH"

export LD_LIBRARY_PATH="{{ seiscomp_installed_dir }}/seiscomp/lib:$LD_LIBRARY_PATH"
export PYTHONPATH="{{ seiscomp_installed_dir }}/seiscomp/lib/python:$PYTHONPATH"

6 export MANPATH="{{ seiscomp_installed_dir }}/seiscomp/share/man:$MANPATH"

source "{{ seiscomp_installed_dir }}/seiscomp/share/shell-completion/seiscomp.bash"

[ N R N

~

FIGURE A.22: Code Snippets: seiscomp.sh.j2

The content of templates/etc/profile.d/luna-seiscomp.sh. j2 file:

1 #!/usr/bin/env bash

5

3 # Only apply to users in ’{{seiscomp_group}}’ group

4 if id -nG "$USER" | grep -qw {{seiscomp_group}}; then

5

6 # Source the main SeisComP environment

7 [ -f /etc/profile.d/seiscomp.sh ] && source /etc/profile.d/seiscomp.sh
8

9 # Qverride seiscomp command using systemctl

10 seiscomp() {

11 case "$1" in

12 restart) systemctl restart seiscomp.service HH
13 start) systemctl start seiscomp.service HH
14 stop) systemctl stop seiscomp.service HH
15 *) /opt/seiscomp/bin/seiscomp "$@" 53
16 esac

17 ¥

18

19 export -f seiscomp

20 fi

21

FIGURE A.23: Code Snippets: luna-seiscomp.sh.j2

¢ group_vars/all/vault.yml — Stores sensitive information as described in (Fig-
ure A.12).

A.4 Ansible Playbook

The pb_install_service.yml playbook (Figure A.24) was used to deploy the Mari-
aDB and SeisComP roles.

1 [

2 | - name: Install and configure services
3 hosts: all

4 become: true

5 gather_facts: yes

6 roles:

7 - role: mariadb

8 tags: mariadb

9 - role: seiscomp

10 tags: seiscomp

FIGURE A.24: Ansible playbook to install and configure services
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A.5 Test Outputs

A.5.1 Test Case 1: Service Control by Group Members and Polkit Autho-
rization Validation

Figure A.25 illustrates the group memberships of the test users test1 and test2,
as well as their ability to start, stop, restart, and check the status of the SeisComP
service. These results confirm that both users, as members of the sysop group, can
manage the service without root privileges, while Polkit operates in the background
to enforce authorization securely.

fofie/SUDT atay selscomp
running
running
running

not runn ing
not runn ing

start
status enabled

s running
running

ubrata$ seis status ens
running
running
running

running
running
running

not running
not running
s not running [k

running

running
T MOAULES &
erverl:/home

FIGURE A.25: Multi-user Test Cases

A.5.2 Test Case 2: File Ownership and Access

Figure A.26 provides an example from the directory /opt/seiscomp/var/run/,
showing that files generated during service operation are consistently owned by the
service account seiscomp and assigned to the group sysop. While only one directory
is displayed, it reflects the broader system behavior: regardless of which authorized
user initiates the service, file ownership and permissions remain aligned with the
intended group-based access model, ensuring secure and collaborative multi-user
operation.
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testl@ verl:/ fseilscomp/var/run$
total
drwxrwxr--+ ¢
drwxrwxr--+ 5
—TW-TW-r--+
—FW-TrW-r--+
drwxrwxr--+

< Jul
¢ Jul
] Aug
) Aug
< Jul alin
Aug 3: 3¢ edlink.
0 Aug : edlink.
5 Jul 3
Aug
Jul 3 archive
Aug : archive.pid
3 Aug 3:34 slarchive.run
CsTompy var/rung I

-TW-TW-r--+

-rW-rw-r--+
-rW-rwW-r--+
-IW-TwW-r--+
drwxrwxr--+
-rW-rw-r--+
-IW-TwW-r--+
test1@ds

s B B o s s - i iy iy i

2
<
M

FIGURE A.26: System Generated File Ownership

A.5.3 Test Case 3: Custom Systemd Service check

Figure A.27 shows that Custom systemd fix_seiscomp_permission.service is ac-
tive,

serverl:/home/subratas I

FIGURE A.27: systemctl fix_permission_service status

while Figure A.28 displays its log file, confirming that permission adjustments are
applied whenever SeisComP generates new files.
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11 B issi / / comp/var/run/s
ermissions / /seiscomp/var/run
g 11 M 5 g 155 ions / / / /log .log
g 11 Y 5 E / / / 4 .log
g 11
g 11 g permissions C
11 missions iscomp/var/run/seiscomp.

g 11 missions / / omp/var/log/s ink.loc
g 11 B ermissions / /seiscomp/var/log/se ink.log
g 11 3 5 missions / / / /log log

ermissions
CEST missions
M CEST 3 ermissions
M CEST issi
M CEST
CEST
CEST 5 / / comp/var/run/slarc
CEST 5 / / omp/var/run/slar
CEST issi / / omp/var/run/slar
M CEST issi
M CEST 155 ions / / / 4 ink/ /DL.LUNAF/buffer
M CEST 155 ions / / / /1A / /DL.LUNAF/buffer
CEST 7 i
CEST g 5 / / / FARLY / /DL.LUNAF/buffer.xml
CEST 5 / / / / / k/buffer/DL.LUNAF/buffer.xml
CEST s Lons / / / / link.log
M CEST g 155 1on:¢ / / / 4 / /DL.LUNAF/buffer.xml
M CEST 155 ions / / / / mmy/buffer.xml
M CEST 155 ions / / / /1A / /DL.LUNAF/buffer
CEST 3 g / / ilink/buffer/.dummy/buffer.
CEST 1551
CEST
M CEST
M CEST
M CEST /
M CEST 155 lons / / y /log .log
CEST /opt/seiscomp/var/run/scmaster.run

FIGURE A.28: fix_permission_service log generation

Finally, the Figure A.29 shows the status of the seiscomp.service, indicating that
the application itself is running under the designated system user. Together, these
results demonstrate that the custom services not only ensure SeisComP starts reli-
ably but also maintain consistent file ownership and permissions, thereby resolving
the operational challenges identified in the manual setup.

stemctl status seiscomp.service

n/chmod -R

.service

lines 1-18/18 (END)

FIGURE A.29: systemctl seiscomp status

A.5.4 Test Case 4: Ansible Idempotency and Re-deployment

Figure A.30 to Figure A.32 demonstrate the idempotent behaviour of the mariadb
Ansible role. During the first execution, the role successfully installed MariaDB,
applied the secure configuration steps, and completed all associated tasks.

When the same playbook was executed immediately afterwards, Ansible detected
that no configuration changes were required and therefore skipped any modifica-
tions, confirming that the role is idempotent. This behaviour is crucial in automated
system administration, as it ensures that repeated executions maintain the desired
system state without introducing unnecessary changes or downtime.
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rataf t .y imit dserveri.d --tags mariadb --ask-vault-pass
Vault password:

PLAY [Install and configure ser

TASK [6athering Facts] *

TASK [mariadb : Update APT package index]

K [m Install MariaDB and dependencies]
changed: [dserver1.®

TASK [mariadb : Enable and start MariaDB service]
socket] **

: Secure MariaDB Installation (Set root password)] *
ption colum c nsit not pr 5 ault is now fal: column's
dserver1.8]

TASK [mariadb : Remove anonymous users]

TASK [mariadb : Removing test database]

TASK [mariadb : Disable remote root login] **

changed-2  unreachable-o  failed-  skipped-B  rescu ignored-0

1 |

FIGURE A.30: First execution of the mariadb role showing all instal-
lation and configuration steps.

Lliv# sys ctl status mariadb
- MariaDB 11011
( b,

16.5M
606ms.
/system.slice/mariadb.service
L

Server socket
InnoDB: Buffer po
fusr/sbir

ian-start .
: 2 larni ienied for user lhost' (using passwor

$ ansible-playbook pb_install service.yml --limit dserverl.® —-tags mariadb --ask-vault-pass

Vault passuo

PLAY [Install and configure ser

TASK [Gathering Facts] **

B P ————
TASK [mariadb : Install MariaDB and dependencies] **

mariadb : Enable and start MariaDB servi

TASK [mariadb : Check if root can connact via socket]

TASK [mariadb : Secure MariaDB Installation (Set root password)] **

ASK [mariadb : Rer anonymous users]
[WARNING] : Option colum_case_sensitive is not provided. The default is now false, so the colum’s name will be uppercased. The default will be changed to true in community.mysql 4.0.0.

K [mariadb : Removing test datebase]

nariadb : Disable remote root login]

FIGURE A.32: Second execution of the mariadb role showing ide-
mopotency.

In the same way, during the first execution of the seiscomp role, it was run suc-
cessfully to install SeisComP Figure A.33, apply the necessary configurations, and
complete all associated tasks to work its multi-user setup.
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Again, when the same playbook was executed immediately, Ansible detected that
no configuration changes were required and therefore skipped any modifications
Figure A.34, confirming that the role is idempotent.

TASK [seiscomp : Create SeisComP setup marker file
changed: [dserverl.e]

TASK [seiscomp : Check if configuration files copied already]

TASK [seiscomp opy Seiscomp Config files]
changed: [dserver1.8]

TS ([emieay 2 Emiile (ke ar GEr cxesT (] TR AR AR AT
changed: [dserverl.e]

RUNNING HANDLER [seiscomp : Reload and (re)start fix seiscomp permission sei
changed: [dserverl.e]

RUNNING HANDLER [seiscomp : Enable and Restart polkit service]
changed: [dserverl.e]

RUNNING HANDLER [seiscomp : Enable and restart SeisComP service] ®®&fsrefsssiiriiai ittt i i e e Ry
changed: [dserverl.e]

RUNNING HANDLER [seiscomp : Daemon Reload]

LAY RECAP . R R R R FEEE RS R
dserverl.e = changed=14  unreachable=8 rescusd=0 ipnored=0

FIGURE A.33: First execution of the seiscomp role showing all instal-
lation and configuration steps.

ASK [seiscomp : Ensure SeisComP wrapper is sourced in all interactive shells to work start/stop/restart]
ASK [seiscomp : Check if SeisComP setup already completed]
ASK [seiscomp : Run SeisComP interactive setup]

ASK [seiscomp : Create SeisComP setup marker file] °

ASK [seiscomp : Check if configuration files copied already]

ASK [seiscomp : Copy Seiscomp Config files]

ASK [seiscomp : Enable update-config and start seiscomp service]

{ RECAP
changed=6 unreachable=6 failed-8 rescued=9 ignored-8

FIGURE A.34: Second execution of the seiscomp role showing ide-
mopotency.
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Appendix B

Real-Time SeisComP Data Plots

This appendix presents some real-time outputs from SeisComP visualization tools
such as scrttv and scheli. These figures illustrate the system’s ability to display
real-time seismic data streams. Although these outputs are not part of the core eval-
uation criteria for the multi-user configuration, they demonstrate that the deployed
environment is fully operational and capable of supporting real-world use cases.

B.1 Scheli Plot

The scheli tool provides a helicorder-style display of seismic waveform data, where
time progresses horizontally and consecutive traces are stacked vertically. The
scheli plot presented in Figure B.1 illustrates seismic waveforms recorded on the
LUNA server during two significant earthquakes that occurred in Zulia, Venezuela
on 24th and 25th September, 2025 (magnitude 6.3 and 6.2, see Figure B.2) according
to website https:/ /www.emsc-csem.org.

scheli@localhost/production (on luna-seismic-02.luna.musc.intra) ~ — O x
Eile Help

DL.LUNAF. . HHZ 2025-09-24 - 2025-09-25
Trillium compact 120 s sensor in LUNA, Centaur 6ch data logger 50.85 N 7.13 E

. ] Lndia | . "
t r )

e "
& — o i T'LH Y e L
09:30 n ! # y Y i hJLn PTRSRL A ™ DA I
Lois0 v o T ! pid R " e
— L g, ol ! L TN A - L Al
L L L L b I b
11:30 . i y " ” = - o
20 1 " ol M& 2 H -
12:30 m ) . L Lo o IV, il iy
Y PR - Ji e I Y oot T al vy
13:30 W0 Bk AT LA Ay L Py ! i hid ! m it il
d Nl g * i * TV " e
14:30 . - e § i el
T T o
15:30 i { ‘f,l < o refrdonctty t bl
* Hir ¥
16:30 i e - +* g ",l-‘.L —
- T o "
17:30 " - ,
- ks
18:30 = 4
1s:30
20:30
21:30
I22 2o " o N
rebegPrtnasieitnse SN AP IAPI

FIGURE B.1: scheli graph from LUNA production server
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The locations and magnitudes of the two events were very similar, resulting in
nearly identical waveform characteristics.

Latest earthquakes | feltan earthquake
Citizen

resnon Date & Time Lat.  Lon. Depth -
SFOE UTc degrees  degrees  km Mag. Rogion

2025-09-2508:42.28 11632 141911 65 51  STATE OF YAR, MICRONESIA
18 2026-03-26 06:56:38 9831 10760 10 58 ZULIA VENEZUELA

202509-2503:54.23 -9833 154965 10 50 DENTRECASTEAUX ISLANDS REGION

42 2025-03-26 03:51:38 9883 70728 10 63 ZULIA VENEZUELA
3 2026-09-24 22:21:56 9967 70803 10 62 ZULIA VENEZUELA
202509-24 145316 -4182 142407 109 50 NEWGUINEA, PAPUANEW GUINEA

2025:09-24 13:36:30 -58.033 25492 73 51 SOUTH SANDWICH ISLANDS REGION
] 2025-09-24 045659 -23805 690586 110 52 ANTOFAGASTA, CHILE

2025-09-23 21:52:16 12016 89219 13 50 OFF THE COAST OF EL SALVADOR

2026-09-23 17:39:20 16660 75066 11 55 NEARCOASTOF CENTRAL PERU

2025-08-23 12:44:36 -31.580 178428 50 55 KERMADEC ISLANDS REGION

FIGURE B.2: Real Earthquake Event

As highlighted in the green boxes (Figure B.1), the initial arrivals, marked by the
green circles, correspond to compressional (P-) waves travelling directly through
the Earth. These are followed by longer-duration oscillations within the same boxes,
which represent surface waves propagating across the Earth’s surface. The disper-
sive nature of surface waves explains the extended arrival times observed in the
records. Due to the distance between the seismic source and the recording station,
the signals appear with a slight delay, and the sinusoidal waveforms become more
pronounced after the initial onset. The latter event, beginning shortly after 04:04
UTC, is of particular interest, as it is further examined through a corresponding
scrttv plot in the following section.

B.2 Scrttv Plot

The scrttv tool provides a real-time display of seismic waveforms across multiple
channels, supporting continuous monitoring of incoming data streams. Each trace
corresponds to a channel (e.g., HHE, HHN, HHZ), with amplitude variations reflect-
ing ground motion over time. As shown in Figure B.3, the scrttv plot presents an-
other view of the same earthquake event recorded at approximately 04:30 UTC. The
signal amplitudes across the three channels clearly illustrate the arrival and propa-
gation of seismic waves, complementing the broader temporal perspective provided
by the scheli plot.
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V" Enabled (3) | X Disabled (0}

B scrttv@localhost/production@luna-seismic-02 lunamuscintra = u] X
File Edit Mode View Window Settings Help

LUNAF DL HHE

0708e-06
8507e-07

LUNAF DL

amax: 7.95867e-06

mean: -4.4049¢-08

LUNAF DL HHZ

amax: 4.08257e-05
mean: -3.77145e-06

— 7T T T — T
04:35:00 04:40:00 04:45:00 4:50:00 04:55:00
2025-09-25
No filter v ||5tandard mode ¥ ‘ Recordstream finished

FIGURE B.3: scrttv graph from LUNA production server
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